SSH

11.1

SSH
cron

SSH

422

cron
FTP
Pine IMAP SSH
Kerberos SSH

SSH

SSH cron

SSH

ssh

SSH

SSH
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11.1.1
11.1.2
11.1.2.1
11.1.2.2
ssh-keygen
ssh keygen p
ssh i IdentityFile

[7.4.2]

SSH
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SSH

SSH

SSH

11.1.2.3

ssh-agent

Unix

SSH

SSH

Expect



425

SSH
SSH1 OpenSSH
SSH_AUTH_SOCK [6.3.2.1]
shell
$ ssh-agent | head -2 > ~/agent-info
$ cat ~/agent-info

setenv SSH AUTH SOCK /tnp/ ssh-res/ssh-12327-agent ;
setenv SSH AGENT_PI D 12328;

C shell

$ source ~/agent-info

$ ssh-add batch-key

Need passphrase for batch-key (batch job SSH key).
Enter passphrase: **xxx*xxkksxxx

#!/ bi n/ csh
# agent-info ssh- agent
set agent = ~/agent-info

if (-r $agent) then
sour ce $agent

el se
echo "Can't find or read agent file; exiting."
exit 1

endi f

# SSH

ssh -q -0 'BatchMdde yes' user @ enote-server ny-job-conmand

uid uid root
su <batch_account> ssh-agent uid
uid
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Unix
Solaris
700
SSH
11.1.3
uid
uid
SSH root
root uid
sshd
SSH [3.4.2.3]
H
H
11.1.4 Kerberos
Kerberos-5 [11.4] SSH
Kerberos

kinit r
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TGT Ticket-Granting-Ticket kinit R

TGT

SSH Kerberos

Kerberos
Kerberos-5
11.1.5
11.1.5.1
root
root
11.1.5.2
cron

11.1.5.3
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[8.2]command from

no-port-forwardi ng no-X11-forwardi ng no-agent-forwarding no-pty

shell shell
sshd shell
Unix “ restricted shell” restricted shell “ rsh” Berkeley
r shell “ rsh”
11.1.54 ssh
SSH
ssh -q -0 'BatchMde yes'
q SSH SSH
SSH
[7.4.15]
Bat chvbde SSH
“ tty " SSH
[7.4.5.4]
11.1.6

SSH
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ssh-add
SSH “ FTP ~

FTP 1
FTP SSH FTP

SSH
network address translation NAT NAT
FTP
SSH
SSH FTP
1 FTP FTP Kerberos
FTP

Internet FTP



Van Dyke SecureFX http://www.vandyke.com/
Van Dyke Van Dyke Technologies
Windows SSH FTP
SSH-2  FTP SSH-2
SSH-2 “ tcpip-direct”
FTP SSH SSH-2
TCP
SecureFX GUI FTP FTP
FTP tepip-
direct FTP
SecureFX Windows 98 95 NT4.0
2000 SSH-2 SSH-1
11.2.1 FTP
FTP FTP SSH TCP
FTP
TCP 21 FTP
FTP
FTP ftp d

---> USER res

-
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230 User res logged in.

res FTP

$ ftp -d aaor.lionaka. net

Connected to aaor.|ionaka. net.

220 aaor. |l ionaka.net FTP server (SunCS 5.7) ready.
---> SYST

215 UNI X Type: L8 Version: SUNOS
Renpte systemtype is UN X

Using binary node to transfer files.
ftp> user res

---> USER res

331 Password required for res.
Passwor d:

---> PASS XXXX

230 User res logged in.

ftp> cd rep

---> 0D rep

250 CWD command successful .

ftp> cd utopia

---> OAD utopia

550 utopia: No such file or directory.

ftp> quit
> QUIT
221 Goodbye.
21 [9.2]
SSH
FTP 20 ftp-data
TCP FTP
FTP IP
SSH NAT FTP
FTP passive mode

FTP
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FTP  FTP
passive
PASV
11-1 / FTP
PORT 10,1,2,3, |
FIP T
P 10123 v
2001 20
7x256+209 FTP
—pasv. 21
<227 (10,1,2,17,i i)
fe T
20483 FTP
1 |P
80x256+3: 101217
11-1 FTP /
11.2.2
FTP TCP SSH
FTP SSH SSH
11-2
client server FTP
FTP client 2
2 FTP ncftp ncftp ftp://client

2001



S 10.1.2.17
FIP 20507 | FIP
A :
21
%
2001 =
SSH
SSH - (10,1,2,17, | ) ——
3
ssh -L2001:S:21 S
11-2
client%ssh -L2001: server: 21 server
client% ftp | ocal host 2001
Connected to | ocal host
220 server FTP server (SunCS 5.7) ready.
Passwor d:
230 User res logged in.
ftp> passive
Passi ve node on.
ftp>1s
. server localhost
client
11.2.2.1
server localhost L2001:localhost:

21 localhost [9.2.8]



client%ftp | ocal host 2001

Connected to client

220 client FTP server (SunCS 5.7) ready.

331 Password required for res.

Passwor d:

230 User res |l ogged in.

ftp> Is

200 PORT conmmand successful .

425 Can't build data connection: Cannot assign requested address.

ftp>
FTP Is
Linux strace 3
so_socket(2, 2, 0, "", 1) =5
bi nd(5, 0x0002D614, 16, 3) =0
AF_INET name = 127.0.0.1 port = 20
connect (5, Ox0002D5F4, 16, 1) Err#126 EADDRNOTAVAI L
AF_I NET name = 192.168.10.1 port = 2845
wite(l, " 425 Can' t b u".., 67) = 67
FTP TCP
127.0.0.1 ftp-data
TCP
“ address not available EADDRNOTAVAIL "
FTP
SSH FTP
sshd ftpd
server 1P FTP
ftp> passive
Passi ve node on.
3 Solaris 2 SunOS 5 truss
Solaris strace Solaris 1 SunOS

4 trace BSD ktrace



ftp>1s
227 Entering Passive Mde (127,0,0, 1, 128, 133)
ftp: connect: Connection refused

ftp>
server
client client
client socket 127.0.0.1 32901
client client client 32901
server
11.2.2.2
client FTP
NAT
FTP/SSH

$ ftp -d Il ocal host 2001
Connected to | ocal host.

220 server FTP server (SunCS 5.7) ready
---> USER res

331 Password required for res
Passwor d:

---> PASS XXXX

230 User res logged in
ftp>1s

---> PORT 127,0,0,1, 11,50

200 PORT command successf ul

---> LIST
425 Can't build data connection: Connection refused
ftp>
localhost
client client server server
server
client

FTP
INAT
SSH Gat ewayPost s
IP
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client%ssh -g -L2001: server: 21 server

local host client

client%ftp client 2001

SSH client FTP
g [9.2.1.1]
NAT
Unix FTP
FTP
PORT “ illegal PORT command”

11.2.2.3 * PASV K
FTP SSH TCP

ftp> passive

Passi ve node on.

ftp>Is

connecting to 192.168. 10. 1: 6670

Connected to 192.168.10.1 port 6670

425 Possi bl e PASV port theft, cannot open data connection.
! Retrieve of folder listing failed

" FTP

Washington University  wu-ftpd http: //www.wu-ftpd.org/
FTP
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SSH
FTP FTP
PASV
“ " 11-3
localhost:q # C:p;
P :Cp wu-ftpd
R 6670
v i< localhostq
PASV
Ssy 7 > Ssy
C 192.168.10.1
11-3 * PASV ”
FTP
FTP
FTP
wu-ftpd  “ K FIGHT_PASV_
PORT_RACE configure --disable-pasvip wu-ftpd
IP
pasv-allow port-allow ftpaccess 5

11.2.3 FTP

wu-ftpd

FTP
11-4
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Is get put

TCP FTP
4 “ connection refused”
ICMP TCPRST
SSH

- B e
; 214
Y 219.243.16950 ; . FTP
S 219.243.169.50: ; . y
11-4 FTP
FTP
FTP passi ve
“ PASV: command not understood” PASV FTP
4
transparent proxy stateful packet filter
FTP FTP FTP PORT
FTP
PORT ftp
ftp-data NAT

FTP/NAT
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SSH

$ ftp lasciate.ogni.speranza.org
Connected to | asciate. ogni.speranza. org
220 ProFTPD 1.2.0pre6 Server (Lasciate FTP Server)
[ asci at e. ogni . speranza. or g]

331 Password required for slade
Passwor d:

230 User sl ade | ogged in.

Rermot e systemtype is UNI X

Using binary node to transfer files
ftp>1s

200 PORT comand successful

[ ]

425 Can't build data connection: Connection tined out

ftp> passive

Passi ve node on

ftp>1s

227 Entering Passive Mde (10, 25, 15,1, 12, 65)

150 Opening ASCI|I node data connection for file Iist
drwxr-x--x 21 slade web 2048 May 8 23:29
drwxr-xr-x 111 root wheel 10240 Apr 26 00:09 ..
STW- - - - - 1 sl ade ot her 106 May 8 15:22 .cshrc
SrTW- - - 1 sl ade ot her 31384 Aug 18 1997 .emacs
226 Transfer conplete

ftp>

FTP SSH FTP
SSH FTP

SSH
FTP  SSH

11.2.4 FTP  NAT

FTP NAT

Internet ISP

NAT
NAT



Internet NAT
masquerade
FTP

NAT Internet FTP

NAT PORT

“ no route to
host” 5 11-5
NAT 10.0.0.0/8
Internet
FTP
PORT 10,1,2,3,
10.1.2.3 ®
11-5 NAT FTP
FTP
NAT FTP
FTP
FTP
11.2.4.1 NAT
NAT FTP NAT SSH
5
FTP

“ connection refused”
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SSH NAT
NAT
PORT
PASV
11-6
NAT 10.0.0.0/8
Internet
206.243.169.50:21 NAT: 12721 &
" = PASV i FP 1
FIP e 227 : 21
5, 101217 F
11-6 NAT FTP
NAT FTP
NAT
FTP
wu-ftpd ftpaccess 5

passi ve address <externalip> <cidr>

PASV
<ci dr> PASV
<external i p> I P

passi ve address 10.0.1.15 10.0.0.0/8
passi ve address 192.168.1.5 0.0.0.0/0

A 10 10.0.1.15
192.168.1.5
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SSH
FTP
NAT
NAT
FTP
FTP
SSH SSH
SSH
TCP SSH FTP
SSH
—_— FTP
SSL  HTTPPUT
FTP
FTP
SSH

11.2.5

SSH FTP .

FTP
PASV

NAT

NAT

FTP

FTP

FTP



FTP
11.2.5.1
FTP
get fichier.txt
C
C RETR fichier.txt

fichier.txt

$ ftp -d aaor.lionaka. net

Connected to aaor.|ionaka. net.

220 aaor. | ionaka.net FTP server (SunCS 5.7) ready.
---> USER res

331 Password required for res.
Passwor d:

---> PASS XXXX

230 User res logged in.

---> SYST

215 UNI X Type: L8 Version: SUNCS
Rernot e systemtype is UNI X

Using binary node to transfer files.
ftp> get fichier.txt

local: fichier.txt renote: fichier.txt
---> TYPE |

200 Type set to I.

---> PORT 219, 243, 169, 50, 9, 226

200 PORT command successful .

FTP

fichier.txt
TCP
PORT



---> RETR fichier.txt

150 Binary data connection for fichier.txt (219.243.169.50,2530) (10876
byt es).

226 Binary Transfer conplete.

10876 bytes received in 0.013 seconds (7.9e+02 Kbytes/s)

ftp> quit

PORT PCRT 219, 243, 169, 50, 9, 226 219.243.169.50
2530 = (9<<8)+226 8
16 150
FTP 20
FTP 21
SSH
telnet FTP
SSH telnet FTP FTP
PORT
11.2.5.2
PORT PASV
PASV
passi ve

$ ftp -d aaor.lionaka. net

Connected to aaor.|ionaka. net.

220 aaor. |l ionaka.net FTP server (SunCS 5.7) ready.
---> USER res

331 Password required for res.

Passwor d:

---> PASS XXXX

230 User res logged in.

---> SYST

215 UNI X Type: L8 Version: SUNCS



11.2.5.3

Rernot e systemtype is UNI X

Using binary node to transfer files.
ftp> passive

Passi ve node on.

ftp>1s
---> PASV
227 Entering Passive Mde (219, 243, 169, 52, 128, 73)
---> LIST
150 ASCI| data connection for /bin/ls (219.243.169. 50, 2538) (0 bytes).
total 360075
dr wxr - Xr - x98 res 500 7168 May 5 17:13 .
dr- xr-xr-x 2 root root 2 May 5 01:47 ..
STW W -- 1lres 500 596 Apr 25 1999 .FWWR-errors
STW- - - - - 1lres 500 332 Mar 24 01:36 .| CEauthority
SrTW- - - 1lres 500 50 May 5 01:45 . Xauthority
STWTr--T-- 1lres 500 1511 Apr 11 00: 08 . Xdefaul ts
226 ASCI| Transfer conplete.
ftp> quit
---> QUIT
221 Goodbye.
Is PASV PORT
LI ST
PASV
FTP
PASV
PORT
STOR RETR
FTP
[11.2.2.3]
FTP
PORT PASV
ftp-data 20
FTP
“ default data ports” FTP



sendport

PORT
C 21
sendport put Is FTP
C TCP
FTP TCP socket API
get peer nare() ftp-data C
PORT of f

“ bind: Address already in use’
Is

aaor% ftp syrinx.lionaka. net
Connected to syrinx.|ionaka. net

220 syrinx.lionaka.net FTP server (Version wu-2.5.0(1) Tue Sep 21

16: 48: 12 EDT

331 Password required for res
Passwor d:

230 User res |l ogged in.

ftp> sendport

Use of PORT cnds off.

ftp>Is

150 Opening ASCI|I node data connection for file list

keep

fichier.txt

226 Transfer conplete.

19 bytes received in 0.017 seconds (1.07 Kbytes/s)
ftp>Is

425 Can't build data connection: Cannot assign requested address

ftp> quit

TCP
ftp-data C TCP
TCP
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TCP “
active close ” TIME_WAIT
“ 2MSL” Maximum Segment Lifetime
30 4 6
TCP TIME_WAIT
TCP
Berkeley APl SO_REUSEADDR FTP
FTP

address already in use

TIME_WAIT 2MSL

cannot assign requested address
TCP

PORT
TIME_WAIT

SSH
FTP

6 TIME_STATE TCP/IP Illustrated Volume 1:
The Protocols ~ W. Richard Stevens Addison-Wesley



11.2.6
SSH TCP SSH2  OpenSSH
SSH1 SSH1 newchannels.c
channel _request | ocal _forwarding bi nd()
1.2.27 1438

sin.sin_port = htons(port);

{
int flag = 1;
set sockopt (sock, SOL_SOCKET, SO REUSEADDR, (void *)&flag
si zeof (flag));
}
/* */

if (bind(sock, (struct sockaddr *)&sin, sizeof(sin)) < 0)
packet _di sconnect ("bi nd: % 100s", strerror(errno))

sshd
ssh 3
ssh L ssh R
FTP
SSH
FTP FTP Is get
sendport

ftp: bind: Address already in use

11-7

1 SSH FTP

client%sshl -f -n -L2001:1 ocal host: 21 server sleep 10000 &
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(2]
FTP FTP
(i “ftp localhost 2001” 21
2001 32714
&
@ 0 >
Sy SSH
#1

“ssh -L2001:localhost:21 server”

B TUTTT LTI R RTTET
(3]

S SSH
#2

“ssh -R32714:localhost:3175 server”

11-7 FTP

SSH2

client%ssh2 -f -n -L2001: 1 ocal host: 21 server

client% ftp | ocal host 2001
Connect ed to | ocal host

220 server FTP server (SunCS 5.7) ready.
Passwor d:

230 User res logged in.
ftp> sendport

Use of PORT cnds off.

ftp> passive

Passi ve node on.

ftp> passive

Passi ve node off.

local host
PORT PASV

FTP
netstat



client%netstat -n | grep 2001

tcp 0 0 client:2001 client:3175 ESTABLI SHED
tcp 0 0 client:3175 client:2001 ESTABLI SHED
FTP SSH 3175
FTP netstat n | egrep '\<21\>'
| sof
ftpd sshd pid Isof p <pid>

FTP netstat

FTP
server%netstat | grep ftp
tcp 0 0 server: 32714 server:ftp ESTABLI SHED
tcp 0 0 server:ftp server: 32714 ESTABLI SHED

FTP 3175

32714 proxy

default data port FTP

# SSH1, QpenSSH
client%sshl -f -n -R32714: 1 ocal host: 3175 server sleep 10000 &

# SSH2
client% ssh2 -f -R32714:1ocal host: 3175 server

sshd
ssh

server%./ssh -f -n -L32714:1ocal host: 3175 client sleep 10000 &

ftp FTP

425 Can't build data connection: Address already in use.

FTP
2MSL netstat

server%netstat | grep 32714

127.0.0.1. 32714 127.0.0.1. 21 32768 0 32768 0 ESTABLI SHED

127.0.0.1. 21 127.0.0. 1. 32714 32768 0 32768 0 ESTABLI SHED

127.0.0.1. 20 127.0.0.1. 32714 32768 0 32768 O TIMEWT
21 20

TIME_WAIT
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SSH

SSH

SSH

Sir Gawain “
11.3 Pine IMAP
Pine  Unix

http://www.washington.edu/pine/

FTP

University of Washington

Pine IMAP SMTR 8
Pine
IMAP
IMAP
SSH
ISP
ISP SSH
ssh Pine
Pine/SSH [4.5.4]
11.3.1 IMAP
IMAP / SSH Email Pine
IMAP imapd IMAP IMAP host
IMAP
7 Internet RFC-2060

8 RFC-821
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SSH IMAP
11-8 9

mail.isp.net

TCP
. ... 0 LOGIN slade coo
Pine password,

( IMAP
inbox = {email.isp.net/imap/user=slade}inbox

11-8 IMAP
IMAP SSH
IMAP TCP/IP Pine
IMAP SSH 11-9 [9.2.1]
inbox = {localhost:2001/imap/user=slade}inbox
Pme
143
v A
i 2001
IMAP in SSH :
SO 0 LOGIN slade password: ... SSH
I
11-9 IMAP

[9.2.4.3]

9 IMAP



IMAP
IMAP
IMAP SSH
IMAP
SSH Pine
11.3.1.1 Pine IMAP
IMAP IMAP 11-
10
root Unix IMAP
slade’s
imapd
Pine slade
|
I “exec imapd”
“ssh -q -1 slade exec imapd” d
ssh I IMAP in SSH
<4———— PREAUTH
I
11-10 SSH Pine/IMAP
inetd IMAP imapd

server%tel net |ocal host inmap

* K |l ocal host | MAP4revl v12. 261 server ready
0 login res password'

1 sel ect inbox

* 3 EXI STS



* 0 RECENT

* OK [U DVALI DI TY 964209649] U D validity status

* OK [ U DNEXT 4] Predicted next UD

* FLAGS (\ Answered \Fl agged \Del eted \Draft \Seen)

* OK [ PERVANENTFLAGS (\* \Answered \Fl agged \Del eted \Draft \Seen)]
Per manent fl ags

1 OK [ READ-WRI TE] SELECT conpl et ed

2 | ogout

* BYE i map. exanpl e. com | MAP4revl server terminating connection

2 OK LOUJT conpl et ed

IMAP
root imapd imapd
IMAP

server % /usr/ | ocal / sbin/impd

* PREAUTH i map. exanpl e. com | MAP4revl v12.261 server ready

0 sel ect inbox

* 3 EXI STS

0 RECENT

OK [UI DVALI DI TY 964209649] U D validity status

OK [ UI DNEXT 4] Predicted next UD

FLAGS (\ Answered \Fl agged \Del eted \Draft \ Seen)

OK [ PERVANENTFLAGS (\* \Answered \Fl agged \Del eted \Draft \Seen)]
Per manent fl ags

0 OK [ READ-WRI TE] SELECT conpl et ed

1 | ogout

* BYE i map. exanpl e. com | MAP4revl server terminating connection
1 OK LOGOUT conpl et ed

EE N

PREAUTH sel ect i nbox
IMAP
Pine IMAP Pine rsh
IMAP imapd Pine rsh
IMAP
rsh
Pine SSH rsh

11.3.1.2 Pine SSH

Pine

rsh ~/.pinerc rsh-path rsh-

conmmand rsh-open-timeout rsh-path Unix shell
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rsh fusr/ucb/rsh Pine SSH

ssh rsh

rsh-pat h=/usr/ I ocal / bi n/ ssh

r sh- conmand shell Unix IMAP
IMAP printf “ %s”

1. rsh-path

2.

3.

4 “ imap”

r sh- command

“9% % -1 % exec /etc/r¥%d”

[usr/ucb/rsh i map. exanpl e.com -l smth exec /etc/rimpd
ssh q

rsh-command="% % -q -1 % exec /etc/r%d"

lusr/1ocal/bin/ssh inmap.exanple.com-w -1 smth exec /etc/rinmapd
q ssh Pine

War ni ng: Kerberos authentication disabled in SUD client.
fwd connect fromlocal host to | ocal port sshdfwd-2001

g Pine IMAP IMAP letc/
r %sd /etc/rimapd
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r sh- open-ti meout Pine shell
15 5

Pine

rsh- pat h=/usr/l ocal / bi n/ ssh
rsh-command="% % -q -1 % exec /etc/r%d"
rsh-open-ti neout =

Pine

Pine

{host nane/ user =j ane} mai | box

Pine r sh- commrand jane
%s
SSH SSH Pine
X Window
ssh X ssh-askpass
Pine IMAP
IMAP
~/.pinerc SSH SSH Pine
Pine
11.3.2
Pine IMAP
sendmail SMTP Pine NNTP

Network News Transfer Protocol, RFC-977

ISP ISP NNTP  SMTP
ISP
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Internet

“ no relaying ”

unauthorized use

SSH SSH

NNTP ISP
IP SSH

$ ssh -L2025: 1 ocal host: 25 snt p-server ...
$ ssh -L2119:1 ocal host: 119 nnt p-server ...

ISP SSH

SMTP

$ ssh -L2025: sntp-server: 25 -L2119: nnt p-server: 119 shel | -server ...

SSH

PGP S/MIME

~/.pinerc smt p- server

Pine

smt p- server =l ocal host : 2025
nnt p- server =l ocal host: 2119

11.3.3

Pine rsh-path rsh ssh

rsh-pat h

SSH/imapd SSH IMAP

[9.2.4]

nnt p- server

Point
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TCP
SSH

“ multiple forwarding ” SSH

Pine rsh-path
rsh-command="% % -q -1 % -L2025:1ocal host:25 exec /etc/r%d"

SSH1 OpenSSH SSH2

Perl
Pine
rch-path IMAP
SMTP NNTP SSH
Pine rsh-path r sh- command

rsh-path=/path/to/script
rsh-comand=% % % %

Perl

#!/usr/bin/perl

# TCP/IP
use | O : Socket ;

# Pi ne
($server, $renot euser, $net hod) = @GRGV;

di e "usage: $0 <server> <renote user> <net hod>"
unl ess scal ar @GA\RGV == 3;

if ($server eq "mail.isp.con') {
# i mapd
$command = 'cd ~/bin; exec imapd ;

} else if ($server eq "clueful.isp.con) {
# POP | MAP
$command = ' exec /etc/r${method}d ;

} else {
# Pi ne
exit 1;



459

$smtp = 25; #  SMIP
$nnt p 119; # NNTP
$snt p_proxy = 2025; # SMIP
$nntp_proxy = 2119; # NNTP

$ssh = '/usr/local/bin/sshl'; # SSH
# SMTP “ hone. net”
# | SP

$do_forwards = !defined($socket = 1Q: Socket:: | NET->new( "l ocal host : $snt p_proxy"))
&& " domai nnanme® !~ /HOME. NET/i ;

#
cl ose $socket if $socket;

# “ mail”  * news”
# | SP

@orward = ('-L',"$sntp_proxy: mail:$sntp",'-L","$nntp_proxy: news: $nnt p");
if ($do_forwards);

# ssh
@sh_argv = ('-a',"'-x"','-q", @orward, "$renot euser\ @server");
# ssh

exec $ssh, @sh_argv, $command;

11.4 Kerberos SSH

Kerberos
[1.6.3] Athena Project Athena
Athena 1983 1991 MIT
IBM  Digital Equipment Corporation Athena
X Window
Kerberos SSH
Kerberos SSH
11-11 Kerberos SSH

Kerberos
Kerberos



-/ .ssh/sshrc
/etc/sshrc

-/ .ssh/enviroment
/etc/enviroment

SSH

-/.ssh/config

. /etc/sshd_config
-/ .ssh2/ssh2_config

/etc/ssh2/sshd2_config

/etc/ssh_config

/etc/ssh2/ssh2_config /etc/hosts.equiv

/etc/shosts.equiv

-/.ssh/identity

-/.ssh/id_dsa -/.ssh/authorized_keys

-/.ssh/authorized_keys2

——| I

-/.ssh2/identification | _/.ssh2/authorization

-/.rhosts
/etc/ssh_known_hosts -/ .shosts
/etc/ssh2/hostkeys

/etc/ssh2/knownhosts
-/ .ssh/known_hosts /etc/hosts.allow
-/ .ssh2/hostkeys — TCP /etc/hosts.deny

-/ .ssh2/knownhosts
| /etc/krb.*, /etc/krb5. *
— Kerberos /etc/srvtab
-/.klogin, /~.k5login

/etc/pam.d/sshd

b PAM
11-11 Kerberos
Kerberos Kerberos-4 Kerberos-5 MIT
ftp://athena-dist.mit.edu/pub/ker ber os/
Kerberos Kerberos-5 MIT Kerberos-4
Kerberos-4
Sun Solaris Transarc AFS Kerberos-4 SSH1 Kerberos-5
OpenSSH/1 Kerberos-4 SSH-2 Kerberos
SSH2.3.0 Kerberos-5
SSH1
11.4.1 SSH Kerberos
Kerberos SSH SSH

Kerberos
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11.4.1.1
SSH
SSH
Kerberos
Kerberos Key Distribution Center KDC
KDC Kerberos
KDC
10 KDC Kerberos
KDC KDC
KDC Kerberos-5
Kerberos-4
KDC Kerberos “ user
principal”
KDC Kerberos
“ service principal”
Kerberos letc/krb5.conf
Kerberos Kerberos TCP
SSH telnet Kerberos
telnet ssh
Network Time Protocol NTP
Kerberos
Kerberos SSH
10 KDC SSH
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11.4.1.2

SSH Kerberos
SSH
CVS[8.2.6.1]

ssh

SSH

Kerberos
Kerberos

Kerberos MIT

ftp rsh su

11.4.1.3

Kerberos

Kerberos

SSH
SSH
SSH

SSH

Kerberos

Pine [11.3]

rsh

Kerberos

SSH

SSH

SSH

SSH

ssh

Kerberos

Kerberos

TCP

11

rsh

telnet

11 SSH2

API

SSH-2
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Kerberos
Kerberos

kinit

Kerberos

Kerberos

11.4.1.4

Kerberos

Kerberos

Kerberos

11.4.1.5

Kerberos
3DES SSH

12
kinit

Kerberos
kerberos

SSH

authorization

realm

KDC
KDC

“ ticket ”

KDC

Kerberos

authentication
KDC

Kerberos DES

12



Kerberos SSH
SSH Kerberos
SSH
SSH
11.4.2 SSH Kerberos
Kerberos AA SSH AA
Kerberos AA
Kerberos SSH SSH
Kerberos Kerberos SSH
SSH
SSH
Kerberos SSH
SSH Kerberos
Kerberos
Unix SSH Kerberos
Windows Macintosh Kerberos SSH-1
Kerberos SECSH Kerberos SSH-2 SSH
Kerberos
Unix SSH
Kerberos

Kerberos SSH
SSH Kerberos
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Kerberos
Kerberos SSH

Kerberos

http://web.mit.edu/ker ber os/www/

11.4.3 Kerberos-5

principal ticket TGT

11.4.3.1

Kerberos
name instance realm
name/instance@REALM 13

name
instance res
res@REALM instance
resladmin@REALM res
realm Kerberos
realm
realm
Kerberos
telnet Kerberos KDC
13 Kerberos-4 Kerberos-5

component Kerberos-4
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authenticator

KDC
KDC
KDC Kerberos
KDC
KDC KDC
Kerberos
/etc/krb5.keytab Kerberos
11.4.3.2 Kinit
Kerberos Unix spot
FIDO Kerberos telnet rover kinit
Kerberos
[res@pot res]$ kinit
Password for res@l DO *****x*x*x
kinit res spot FIDO res@FIDO
kinit
11.4.3.3 klist
Kinit klist

[res@pot res]$ klist

Ti cket cache: /tnp/krb5cc_84629

Default principal: res@l DO

Valid starting Expires Service princi pal
07/09/00 23:35:03 07/10/00 09:35:03 krbtgt/Fl DO@I DO
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krbtgt/FIDO@FIDO Kerberos TGT
KDC res@FIDO
TGT 10
kinit
11.4.3.4 Kerberos
telnet

[res@pot res]$ telnet -a rover

Trying 10.1.2.3...

Connected to rover (10.1.2.3).

Escape character is '"]'.

[ Kerberos V5 accepts you as "res@l DO']
Last login: Sun Jul 9 16:06:45 from spot
You have new nail .

[res@over res]$

telnet a Kerberos
Kerberos
spot klist

[res@pot res]$ klist

Ti cket cache: /tnp/krb5cc_84629

Default principal: res@l DO

Valid starting Expires Service principal
07/09/00 23:35:03 07/10/00 09:35:03 krbtgt/Fl DO@I DO
07/ 09/ 00 23:48:10 07/10/00 09:35:03 host/rover @l DO

host/rover@FIDO

rover Kerberos telnet rlogin
rsh telnet arover telnet TGT KDC host/
rover@FIDO KDC TGT res@FIDO
telnet Kerberos
rover KDC
telnet host/rover @FIDO telnet

KDC res@FIDO
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11.4.3.5
rover telnet
res@FIDO res@FIDO
host realm [11.4.3.2]
telnet res rover telnet
| username rover FIDO Kerberos
H R Kerberos u@R u@H
Kerberos
Bob
[res@pot res]$ telnet -a -1 bob rover
Trying 10.1.2.3...
Connected to rover (10.1.2.3).
Escape character is ""]'.
[ Ker beros V5 “ res@l DO']
tel netd: Authorization fail ed.
telnet res@FIDO
Kerberos res@FIDO
bob@rover Bob rover ~bob/.k5login
res@FIDO .k5login
rover: ~bob/ . k5l ogi n:
bob@l DO
res@l DO
11.4.4 SSH1 Kerberos-5
SSH1 --w t h-kerberos5 Kerberos [4.1.5.7]
Kerberos C configure
configure
# SSH1

$ configure ... --with-kerberos5=/path/tol/kerberos ...
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MIT Kerberos-5 Release 1.1 libcrypto.a libk-
Scrypto.a SSH1 SSH1 Makefile

# cd your_Kerberos_library_directory
#1n -s libk5crypto.a libcrypto.a

auth-kerberos.c krb5_xfree() 1.1
krb5 xfree xfree

SSH Kerberos Kerberos

Kerberos Kerberos
SSH Kerberos
Kerberos /etc/krb5.conf
SSH Ker ber osAut hent i -
cation /etc/sshd_config “ yes’

# SSH1

Ker ber osAut henti cati on yes

host/server @REALM KDC
letc/krb5.keytab

Kerberos SSH Kerberos telnet
11-12 [11.4.3.4] kinit Kerberos TGT
ssh v Kerberos

$ ssh -v server

server: Trying Kerberos V5 authentication.
server: Kerberos V5 authentication accepted.

Ker beros authentication accepted joe@EALMfor login to account joe fromclient_
host
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Kinit

Fred 9
TGT fred
T

fred: Ky
host/S: Kg

KDC

A o host keytab S
v 0
send ticket for host/S
. - TGT .
SSH <pomenommonomn T =[host/S, fred]lK "
............... Fred [ RPN TS KS
< OK!
SSH
(5
11-12 Kerberos SSH
Kerberos *“ ssh -l your_username”
telnet ~/.k5login
11.4.4.1 Kerberos
SSH Kerberos Kerberos
Kerberos
Kerberos
SSH SSH
Ker ber osO Local Passwd
# SSH1, OpenSSH
Ker ber osOr Local Passwd yes
KDC

(ON)
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Kerberos sshd TGT

Kerberos kinit

11.4.4.2 Kerberos NAT

SSH

Kerberos NAT Kerberos IP
kinit TGT IP

klist a

[res@pot res]$ klist -a -n

Ti cket cache: /tnp/krb5cc_84629

Default principal: res@l DO

Valid starting Expi res Service princi pal

07/09/00 23:35:03 07/10/00 09:35:03 krbtgt/Fl DO@I DO
Addresses: 10.1.2.1

07/ 09/ 00 23:48:10 07/10/00 09: 35: 03 host/rover @l DO
Addresses: 10.1.2.1

n klist IP
10.1.2.1 KDC TGT
TGT
NAT SSH
IP KDC NAT
KDC IP SSH
IP NAT
ssh v

Tryi ng Kerberos V5 authentication
Kerberos V5: failure on credentials (lIncorrect net address).

11-13
kinit A kinit
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KDC 10/8 2/8
10.1.2.3
NAT
v
SSH .......... » 10.1.2.3 | > 10.1.2.3 | >

10.1.2.3 #2.10.17.3
o !
11-13 Kerberos NAT
11.4.4.3 cross-realm
Kerberos
Kerberos SALES ENGINEERING
Erin
Sam erin@bulwark Sam

Kerberos

bul war k: ~eri n/ . k5l ogi n:
eri n@NG NEERI NG

sam@BALES

Sam host/bulwark @ENGINEERING
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ENGINEERING KDC ENGINEERING KDC
sam@SALES ENGINEERING
SALES Sam ENGINEERING
Sam
kinit
/etc/krb5.conf Kerberos

cross-realm key

KDC TGT KDC
TGT
Kerberos-5
Kerberos-5
ENGINEERING.
BIGCORP.COM BIGCORP.COM COM
SALES.BIGCORP.COM ENGINEERING.BIGCORP.COM
Kerberos
SALES.
BIGCORP.COM BIGCORP.COM BIGCORP.COM
ENGINEERING.BIGCORP.COM SALES ENGINEERING
Sam sam@ENGINEERING ENGINEERING
KDC Sam SALES KDC Sam@SALES

Sam@SALES Sam SSH bulwark Kerberos
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Sam
ENGINEERING TGT Kerberos TGT
sam@SALES host/bulwark @ENGINEERING bulward
sshd Erin  ~/.k5login Sam@SALES
SSH
Sam bulwark
sam@SALES bulwark  ~sam/.k5login Sam SALES
Kerberos telnet
SSH Kerberos
Sam Kerberos
Sam SSH

[sam@al es sanj$ ssh -v bul wark

Trying Kerberos V5 authentication.

Kerberos V5 authentication failed.

Connection to authenticati on agent opened.

Trying RSA authentication via agent with 'Sanmi s personal key'
Server refused our key.

Trying RSA authentication via agent with 'Sam s work key'
Server refused our key.

Doi ng password aut hentication.

sam@ALES@ul war ks' s passwor d:

“ sam@SALES@bulwark”? sshd d

Connection attenpt for sam@ALES from sal es

SSH Sam ssh | sam@SALES bulwark
sam@SALES “ Sam”
sam ssh | sam bulwark
SSH Kerberos-5

aname - Iname mapping  Kerberos
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Kerberos

res@REALM res rsilverman
Kerberos-5 Kerberos Kerberos

aname - Iname
SSH1 aname - Iname Kerberos SSH1
ssh | sam@SALES bulwark aname - Iname

aname - |name REALM
user@REALM user Sam
Ssam@SALES ENGINERING aname - lname
sshd sam@SALES

ENGINERING SALES aname - Iname

MIT Kerberos-5 Release 1.1.1 aname - |name

src/lib/
krb5/os/an_to_In.c “ auth_to_local”
Sam
bul war k: / et c/ kr b5. conf:
[ real ns]
ENG NEERI NG = {
kdc = ker beros. engi neeri ng. bi gcor p. com
adm n_server = kerberos. engi neering. bi gcorp.com
def aul t _donai n = engi neeri ng. bi gcor p. com
auth_to_local = RULE [ 1: $1]
auth_to_l ocal = RULE: [ 2: $1]
auth_to_l ocal = DEFAULT
}
aname - Iname foo@REALM  foo/

bar@REALM “ foo”
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11.4.4.4TGT
Kerberos
spot kinit SSH rover Kerberos
rover Kerberos kinit
spot spot rover
spot TGT rover rover
kinit SSH
SSH [6.3.5]
Kerberos TGT SSH KDC
TGT TGT
TGT sshd TGT Kerberos
ssh v

Trying Kerberos V5 TGI passi ng.
Kerberos V5 TGI passing was successful.

klist TGT
- - enabl e- ker ber os-t gt - passi ng SSH TGT
kinit f TGT

Kerberos Vb krb5 fwd_tgt_creds failure (KDC can't fulfill requested option)

11.4.4.5 SSH1 Kerberos bug
1.2.28 SSH1 Kerberos SSH1
KRB5CCNAME “ none”
/tmp
KRB5CCNAME “ none”
kinit none
NFS

ACL
SSH



477

1.2.28 SSH1 Kerberos
bug report 1.2.28 SSH Communications Security bug
SSH1 Kerberos Kerberos
OpenSSH Kerberos-4 bug

11.4.4.6 Kerberos-5
MIT Kerberos-5 1.1.1

Kerberos
Kerberos
Kerberos shag.
carpet.net FOO “ fred”
1. krb5-1.1.1 --ocal st atedir=/var
KDC Ivar
2.

$ nkdir /var/krb5kdc
/etc/krb5.conf

[1ibdefaul ts]
ticket _lifetinme = 600

defaul t _real m= FOO
defaul t _tkt_enctypes = des-cbc-crc
def aul t _tgs_enctypes = des-chc-crc

[ real ns]
FOO = {
kdc = shag. car pet. net
= shag. car pet . net

adm n_server =
def aul t _domai n = car pet . net

}

[ domai n_r eal nm
.carpet.net = FOO
carpet.net = FOO

[ oggi ng]

kdc = FI LE: /var/ | og/ krb5kdc. | og
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adm n_server = FILE: /var/l og/kadm n. | og
default = FILE: /var/log/krb5lib.|og

/ var / kr b5kdc/ kdc. conf

[ kdcdef aul t s]
kdc_ports = 88, 750

[real ms]
FOO = {
dat abase_nane
adm n_keyt ab

[ var [ kr b5kdc/ pri nci pal
/ var/ kr b5kdc/ kadnb. keyt ab

acl _file / var / kr b5kdc/ kadnb. acl

dict_file / var / kr b5kdc/ kadnb. di ct
key_stash_file = /var/ krb5kdc/ . k5. FOO

kadm nd_port 749

max_life 10h Om Os

max_renewabl e_life 7d Oh Om Os

des-chc-crc
des-cbc-crc: nornmal des-cbc-crc:vé

nmast er _key_type
suppor t ed_enct ypes

}
4.
$ kdb5_util create -s
/var/krb5kdc KDC KDC
KDC /var/krb5kdc/.k5.FOO KDC
KDC
5.

$ kadmi n. | ocal

kadm n
kadm n.local : ktadd -k /var/krb5kdc/ kadnb. keyt ab kadm n/ adm n kadm n/ changepw
Entry for principal kadmn/admn with kvno 4, encryption type DES cbc node with
CRC- 32 added to keytab WRFI LE: /var/ kr b5kdc/ kadnb. keyt ab.
Entry for principal kadm n/changepw w th kvno 4, encryption type DES cbc node wth
CRC- 32 added to keytab WRFI LE:/var/ kr b5kdc/ kadnb. keyt ab.

kadm n.l ocal : add_princi pal -randkey host/shag. carpet. net
WARN NG no policy specified for host/shag. carpet.net @0Q defaulting to no policy
Princi pal "host/shag. carpet.net @O0 created.

kadm n.l ocal : ktadd -k /etc/krb5. keytab host/shag. carpet. net
Entry for principal host/shag.carpet.net with kvno 3, encryption type DES chc node
with CRC-32 added to keytab WRFI LE: /et c/ krb5. keyt ab.

kadm n.local : add_principal fred
WARNI NG no policy specified for fred@QOO defaulting to no policy
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Enter password for principal "fred@QO":

kkkkkkokk

Re-enter password for principal "fred@QO : *****xxx
Principal "fred@QO' created.
kadm n. | ocal : quit
6. KDC kadmin krb5kdc  kadmind
kinit TGT “ fred”
kadmin.local klist TGT
kpasswd Kerberos
7. Kerberos SSH
11.4.5 OpenSSH Kerberos-4
OpenSSH Kerberos Kerberos-4
Kerberos kinit TGT
Ker ber osAut hent i cati on SSH
OpenSSH - - Wi t h-ker ber os4 Kerberos
SSH SSH
Ker ber osAut hent i cati on rcmd.hostname@REALM 14
keytab /etc/srvtab Ker ber osAut henti cati on on
/etc/srvtab
~/.klogin Kerberos-4
~/.klogin
11-1 Kerberos-4 Kerberos-5 SSH
11-1 Kerberos-4 Kerberos-5 SSH
Kerberos-4 Kerberos-5

rcmd.hostname@REALM
/etc/krb.conf

host/hostname@REALM
/etc/krb5.conf

14 Kerberos-4 name
name.instance@REALM

instance@REALM

instance

realm

Kerberos-5 name/



480

11-1 Kerberos-4 Kerberos-5 SSH
Kerberos-4 Kerberos-5
letc/srvtab /etc/krb5.keytab
~/.klogin ~/.k5login
11.4.5.1 Kerberos-5 Kerberos-4
Kerberos-5 OpenSSH Kerberos-
4 KDC Kerberos-5 version 4 v4 v5 KDC
v4 v4 v4  Jetc/krb.conf /etc/
krb.realms v5 KDC v4 kinit v4
TGT
/ etc/ krb. conf:
FOO shag. car pet . net
/etc/krb. real ns:
. carpet.net FOO
va rcmd.hostname@REALM KDC v5 host/
hostname@REALM v5 KDC “ remd/
hostname” v4
v4 /etc/srvtab v5 kutil
krb5.keytab v4  srvtab
Kerberos-4
Kerberos-5 crendentials conversion service
v4  kinit KDC krb524b
v5 kinit krb524init vs TGT
vd TGT v4  klist
OpenSSH  SSH1  Kerberos SSH
Kerberos
Kerberos-5 v4 OpenSSH

Kerberos-5
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Kerberos-4 Kerberos-5 kinit A
Kerberos-4 Kerberos/NAT [11.4.4.2]
AFSKDC IP

11.4.5.2 Solaris Kerberos

Sun Microsystems  Solaris Kerberos-4
Sun NFS RPC Kerberos
Kerberos Kerberos-4 OpenSSH
Kerberos-4 MIT

/bin/kinit  MIT Kerberos-4

11.5
TCP
IP
SSH
ssh
scp
SSH

11.5.1 SSH

G Internet

Transarc

Solaris
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C S 11-14
SSH
C G Internet — S
11-14
C S
C G
# C
$ ssh G
G S
# G
$ ssh S
G
C S
# C
$ ssh S/bin/ls
G ssh

# C
$ ssh G"ssh S /bin/ls"

ssh




SSH SSH1
authorized_keys ssh-agent
SSH 11-15
C G
ssh "ssh gn sshd
I
"ssh S*
| S
ssh a shell sshd
I
11-15 SSH
G gilligan skipper
SSH S G
# C ~/ .ssh/config
host S
host name G
user gilligan
G S SSH [8.2.4]
# G ~/ . ssh/ aut hori zed_keys
command="ssh -1 skipper S" ...key..
C ssh S G
S SSH
G S gilligan@G
15
15 ssh t G
tty

ssh tty



C S
S C
DNS SSH
SSH HOST
S SSH G [7.1.3.5]
11.5.2 SCP
$scp... Sfile...
ssh S scp
[3.8.1] C S SSH
scp
ssh
tty
11.5.2.1
C ssh S
scp
scp S G authorized_keys
ssh SSH_ORIGINAL_COMMAND [8.2.4.4]
# G ~/ . ssh/ aut hori zed_keys
command="ssh -| ski pper S $SSH ORI G NAL_COWAND" ... key. ..
scp
C ssh ssh S/bin/
Is ssh S shell
SSH_ORIGINAL_COMMAND SSH_

ORIGINAL_COMMAND ssh S



Bourne shell

# G

~/ . ssh/ aut hori zed_keys

command="sh -c¢ 'ssh -1 skipper S ${SSH ORI G NAL_COMVAND: -}"'" ... Kkey. ..

$SSH_ORIGINAL_COMMAND

${ SSH_ORI Gl NAL_

COMAND: - } ${V.-D ‘
\% D” sh
ssh  scp c S
11.5.2.2
scp SSH G S
ssh tty 16
RhostsRSA
RhostsRSA RhostsRSA
scp
a [6.3.5.3]
# G ~/ . ssh/ confi g,
For war dAgent yes
a scp
o] o ForwardAgent yes ssh
scp a o]
scp SSH
: wrapper ” SSH
scp S C
~/bin/ssh-wrapper
#! [ usr/ bi n/ perl
exec '/usr/local/bin/sshl', map {$_eq '-a" ? () : $_} @RG

16
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ssh a scp
scp -S ~/bin/ssh-wapper ... Sfile ...
11.5.3 SSH
SSH C SSH
S C G SSH SSH
11-16
C ssh -L 2001:8:22 G G
SSH
SSH
2001
SSH

"ssh localhost 2001"

11-16 SSH

# C
$ ssh -L2001:S:22 G

# C shel |
$ ssh -p 2001 | ocal host

c S C G
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# C ~/ .ssh/config
host S
host nane | ocal host
port 2001

# C
$ ssh -1L2001:S:22 G

# C shel |
$ ssh S

X scp a ssh

(0]

ClearAllForwardings yes”

2017 S 143 IMAP
# C ~/.ssh/config
host S
host nane G
user gilligan
# G ~/ . ssh/ aut hori zed_keys

comrand="ssh -L1234:1| ocal host: 143 ski pper @"

# C
$ ssh -L2017:1ocal host:1234 S

TIME_WAIT [9.2.9.1]
1234
SSH
Cc S
# C ~/.ssh/config
host S

host nanme | ocal host
port 2001

[11.5.2.2]

. key. ..

[11.5.1]
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# C
$ ssh -L2001:S:22 G

# C shel
$ ssh -L2017:1ocal host: 143 S

S 2017 S
11.5.4
C G s
11.54.1°¢ ?
SSH
SSH G
G SSH G
S G
G  SsH
SSH
11.5.4.2

SSH1 OpenSSH

SSH  OpenSSH

local host

SSH1
SSH
“ localhost”

IMAP

127.0.0.1
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ssh localhost
" ssh
IP
SSH2 SSH2
[ ]
SSH2 C 2001 S
S
C ~/.ssh2/hostkeys/key 2001_localhost.pub S

localhost,2001



